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Privileged Access Management

OVERVIEW

Standard Safeguard deployment architecture with Real-Time
analytics capabilities - 3SPP + 1SPS + 1ExtIndexer.

The Goal: To cover all remote users, including internal employees,
outsourcers and external supporters, and most of supported
protocols: RDP, SSH, MSSQL, HTTP(S), RemoteApp.

Customer facts: Logistics Company with more than 5000
employees, 350 Safeguard users.

The result: Safeguard was deployed with all possible operation
modes:

1. SPP-initiated for outsourcers and external supporters
2. SPS-initiated:

« Direct connection without gateway authentication for
RDP, SSH, MSSQL protocols

+ User gateway authentication with Active Directory
integration for RDP, SSH, HTTP(S) and RD Gateway
(RemoteApp) protocols

To cover all possible scenarios more than 10 different connection
policies were created, all with individual settings for content
filtering and analytics.

Our SOW (scope of work) included architecture and planning,

solution sizing, demo and PoC for the customer, as well as the full
deployment procedure.
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